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chcon
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-u USER set user USER i1n the target security context
-r ROLE set role ROLE in the target security context

-t TYPE set type TYPE in the target security context
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restorecon
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restorecon
e
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restorecon -v /etc/ntp.conf
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restorecon
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fixfiles
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fixfiles { check | restore|[-F] relabel } [[dir] ... ]
fixfiles -R rpmpackage[,rpmpackage...] { check | restore }
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fixfiles
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vsftpd ﬁﬁ%‘%ﬁf{ﬁ‘ﬂ 1)
BRL A B RO B 0K I
setsebool -P ftp home dir=on (Allow )
setsebool -P ftp home dir=off (Deny )
b
P A LB A VORI RS
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/etc/vsftpd/vsftpd.conf
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vstpd L] (2)

(£d> Jete/vsftpd/vsftpd.conf E’E[fﬁf
anon_upload_enable=YES

B TPV IERSE U T VAR
cd /var/ftp ; mkdir upload ; chmod 777 upload

HEEH
[Zd upload [ 141 type 7] IH[J1E public_content_t ==
public_content_rw tEﬁ p "] ERE
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% Ol
’Fi’" - = setroubleshoot 5355 % | IP‘ L =
My /var/log/messages 7 setroubleshoot &1 FEL
[ ] sealert -1 XXXXX-XXXXX-XXXX 1}/ ngﬂ@ AnSFE
RHEL %¢ GUI BUS {5 [l S = 2

TRLE J’:E%E[*J auditd 755 > {1 auditd 2 £ el A
/var/log/audit/audit.log

audit2why < /var/log/audit/audit.log
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audit2why
]
Mimr SELinux audit FHEL[ JFFL[
HELHAE /var/log/audit/audit.log |* [~ e Y B

B
audit2why < /var/log/audit/audit.log
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audit2why
b
%gl}?éﬁ“?ﬁ@ﬁ auditd ﬁﬁﬁ‘jj =V :@fﬁlE'J
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sealert

ZiPH @ SELinux FAEIFZ%H [+ IJFIﬁ.ﬁE““

25
-H, --html_output ) 1" 5 F‘?“‘ ITJH', (?ﬁr@?‘ -aor -1 ffi™])
-1, --lookupid ID ) 7&%@%, - ID P FHEL

g ]
sealert -1 XXXXX-XXXXX-XXXX

sealert -H -l xxxxx-xxxxx-xxxx > output.html
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SELinux T‘EI%%?E?C
sealert
b
%{2[}%@9 setroubleshoot 575~ & i H |
setroubleshoot %7 lg i 'fblﬂ“?%kaudn R TR ”gﬁf
R lﬁlﬁ ﬁn s IR /\/Var/log/messages ; F/Tﬁ =3
1 E R o R B S A
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SELinux 3 [[FE7E
semanage
S : selinux policy A& =
B
semanage { login | user | port | interface |

fcontext | translation} -1 [-n]
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SELinux ! [[[7&E
semanage
O H=0
semanage login -{a|d|m} [-sr] login namWe
semanage user -{a/d\m} [-LrRP] selinux name
semanage port -{a|d|m} [-tr] [ -p protocol | port | port range
semanage interface -{a|d|/m} [-tr] interface spec
semanage fcontext -{a|d|m} [-frst] file_spec

semanage translation -{a|d|m} [-T] level
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SELinux 3 [[FE7E
semanage
= )
semanage login -l
semanage user -1
semanage port -l
semanage port -a -t http _port t -P tcp 81

semanage fcontext -a -t httpd sys Context t \
""/home/users/(.+)/public_html(/.*)?*
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secon
wV]
Sl & E S I e TE‘F%T% SELinux Context
U E
secon [-hVurtscmPRfLp] [CONTEXT]
secon [--file] FILE | [--link] FILE | [--pid] PID
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SELinux 3 [[FE7E

-u, --user ) show the user of the security context

-r, --role ) show the role of the security context

-t, --type ) show the type of the security context

-f, --file FILE ) gets the context from the specified file FILE
-p, --pid PID ) gets the context from the specified process PID
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SELinux 4 [[[5é&&E
secon
(0 = BTy
secon
secon
secon
secon

secon

-u
-r

-t

--file /etc/passwd
--pid <pid>
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SELinux Domain transition
=i
FUEE ] A Domain UL BRI LIS " B
FH=V3E B Domain fﬁiﬁ
A LF\[ feln&ati ({2 ]'Fl % Domain f%iiﬁ 5 SR ) Sl (]
Domain fﬁ;ii?‘ié 3 [
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SELinux Domain transition

.............
i *e

o | > program

Execute

Type: foo t ﬂ
Policy
£ fill72 Domai

Type : foo_t

Type: name_exec _t

I’} foo_t ¥~ name_exec t

?E:“ﬁfi KL Rl

Domain ?

i ! H;E:GF” Domain

Type : name _t
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SELinux Domain transition
HUHSP

E [ﬁf]ﬁh (= £} (53~ security context
root:system_r:unconfined t

1% security content
/etc/init.d/vsftpd

system_u:object r:initrc_exec_t

/usr/sbin/vsftpd

system_u:object r:ftpd exec t
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SELinux Domain transition
A
selinux policy l%ﬁ—_

type_transition unconfined t initrc_exec _t : process initrc_t
I'] type £% unconfined_t IV ) 77~ type £
initre_exec_t [NAH{% > FFAHEY type #EFZE] initre_t

type_transition initrc_t ftpd exec t: process ftpd t

e 7

I'] type £} initre_t fUE) {7780 type £
ftpd_exec_t [AH{% > SAHPY type JEFZE] ftpd_t
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SELinux Domain transition
2[RV

E VAT P19 type Jj1
root:system_r:unconfined t

¥~ 17 Jete/init.d/vsftpd HAH _'&J ; Fgﬁj{ vsftpd #i% FY type 9
system_u:object r:initrc_exec t

PRERYI™ policy A & » Bl ﬁi%(’? domain §H7%
type_transition unconfined t initrc_exec t : process initrc_t

#= F[1 domain £ initre_t [N hﬁ%b = /usr/sbin/vsftpd
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SELinux Domain transition
2 [
fol 3= [ /usr/sbin/vsftpd % type 7™
system_u:object r:ftpd exec t
[RELE| Y[ policy ]%?i‘—_ » FrI"] domain rﬁl%@%
type_transition initrc_t ftpd exec t: process ftpd _t
2 % /usr/sbin/vsftpd I'] ftpd_t iV domain 3&i [&

ST 1) ftpd _t S5 domain 4 SEAEHHETY 1) 7 VI type
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SELinux Domain transition

ﬁ%ﬁ

/etc/init.d/ | l%“z[‘]ﬁ'lfi’?%‘ﬁ%ﬂj: type ’ﬁ £ initre_exec_t

¥+ targeted policy FUHIES ™ o [UE|ffiH] /ete/init.d/ | 147 Ay
F[gﬁﬁfﬂifp e ’E[E{*J%HJ ‘j} F[Eﬁjﬂ J%HJF 12217 Domain §EF2: &M

2] SELinux /& J}%ii?‘ﬁtfl 5]

73



120 A @ rednat

T‘E'Eﬁ%éi
Smack

http://www.schaufler-ca.com/

AppArmor

http://forge.novell.com/modules/xfmod/project/?apparmor

TOMOYO Linux

http://tomoyo.sourceforge.jp/
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NSA SeLinux Official
http://www.nsa.gov/selinux

Fedora SELinux FAQ
http://docs.fedoraproject.org/selinux-faq/
http://fedoraproject.org/wiki/SELinux

Managing RedHat Linux Enterprise 5
http://people.redhat.com/dwalsh/SELinux/Presentations/

ManageRHELS.pdf
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Paranoid Penguin - Introduction to SELinux
http://www.linuxjournal.com/article/9500
Access Control With SELinux
http://www .linux-magazine.com/w3/issue/69/
Access Control with SELinux.pdf
HOWTO Understand SELinux
http://gentoo-wiki.com/HOWTO Understand SELinux
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SELinux Quick Start Guide
http://www.engardelinux.org/doc/guides/
selinux-quick-start- guide/selinux-quick-start-guide.pdf
Red Hat Enterprise Linux Deployment Guide - SELinux
http://www.centos.org/docs/5/html/Deployment Guide-en-US/
selg-overview.html
Gentoo SELinux Handbook
http://www.gentoo.org/proj/en/hardened/selinux/

selinux-handbook.xml
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A Brief Introduction to Multi-Category Security (MCS)
http://james-morris.livejournal.com/5583.html

Getting Started with Multi-Category Security (MCS)
http://james-morris.livejournal.com/8228 . html

SELinux Conditional Policy Language Extenstions
http://www.crypt.gen.nz/selinux/conditional policy.html

Write SELinux Policy HowTO

http://www lurking-grue.org/writingselinuxpolicyHOWTO.html
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